




Are your employees aware of the risks surrounding security breaches?

Does your enterprise have a written plan of action in the case of a cyberattack 
or security breach?

Do you practice cyber and natural disaster recovery drills? 

Are your applications and devices disconnected when not in use? 

Have you deployed Network Threat Protection? If yes, is your Network Threat 
Protection automatically updated by your vendor?

Have you deployed virus barrier and malware detection applications to 
employee computers?

Are your anti-malware programs set to automatically update?

Are your employees trained to connect securely to a VPN and avoid public 
networks? 

Do you have a secure method for backup storage? 

Do you regularly back up your enterprise data and devices?

Do your employees regularly backup their machines to the cloud or to a hard 
drive?

Do you have a data recovery and re-use solution in place? 

Do you have enterprise backup software deployed for both devices and 
applications?

After a computer attack or loss of data, are you able to restore your 
operations within 24 hours? 



Do you use e-Signatures to verify identity during digital transactions? 

Does your e-Signature of DTM provider meet security standards for identity, 
cloud and content storage, and replication?








